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INTRODUCTION 
The MQTT Broker Service provides the ability to make any Niagara based controller 
behave as a local MQTT broker: 

• Designed to solve the problem where you need to integrate MQTT but have no 
local MQTT broker available.  

• Intended for use in JACE8000 / JACE9000 or any Portability Niagara 
Controller. 

• Designed with scalability in mind.  Suitable for smaller scale integrations 
(Controllers powered by Niagara 4) up to multi-site deployments (Web 
Supervisor) 

• Allows the MQTT Clients to publish and / or subscribe to the MQTT Broker 
Service. 

• Can be used with any MQTT Client: 
• Tridium Niagara Abstract MQTT Driver 

NOTE: This may require JSON Tool Kit license (linked to an active SMA) 
• Tyrrell MQTT Service 

Perpetual licensing - no SMA termination. 
• External MQTT Clients  

This is would be any IoT enabled device(s) you wish to Subscribe from 
and / or Publish to. 

• MQTT Explorer 
For testing and diagnosis. 

 
The Niagara MQTT Broker has some strict limitations that you should be familiar with 
before starting: 

• The MQTT Broker Service with lots of connections and lots of activity may 
impact the performance of the hardware you are utilising. 

• An already very busy JACE8000 will have a very limited performance ceiling. 
Add the Niagara MQTT Broker Service on top could have a performance 
impact.  This will  depend on the volume and frequency of traffic going through 
the Broker. 

• You need to fully understand the number of topics and payloads you intend to 
publish to the Broker before starting. 

• Refer to the licensing section to understand any further limitations.  
• Retained Messages (Topics) 

   Although not a license ‘feature’ the service does have a maximum 
limit of     50 retained messages (Topics) 

Example Problem Scenario:
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Niagara enabled controller (MQTT Client), IoT enabled device (MQTT Client), no local 
MQTT broker to connect the two together.

Example Solution Using Niagara MQTT Broker Service:
Niagara enabled controller (MQTT Broker AND MQTT Client), IoT enabled device (MQTT 
Client), the two can be directly connected to each other. 
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LICENSING & SOFTWARE MAINTENANCE 
The MQTT Broker is licensed based on: 

‣ MQTT Client Connections (2x Client Connections in all base packs) 
‣ Maximum of 5x MQTT Client Connections per Service 

You will need to provide your Niagara 4 Host ID as part of your purchase.  If you are 
expanding your system in the future you will need to ensure that your MQTT Service has 
been expanded to cover the number of new points being added. 

Once the license has been generated you can re-import your niagara license files from 
the Platform > License Manager providing you have an internet connection, alternatively 
you can be emailed a copy of the new license files. 

The MQTT Broker includes a software maintenance feature.  Every new purchase of the 
driver will support the current release of Niagara 4 and the next release of Niagara 4, 
any subsequent upgrades will require a software maintenance license to be purchased. 
   
As an example the current release of Niagara 4 is N4.15, a new driver purchase will 
cover you for N4.15 and a future upgrade to N4.16.  Any further upgrades, for example 
to N4.17 or above, will require a software maintenance license to be updated.  You can 
upgrade from any previous release with a single software maintenance purchase. 

Any future upgrade to Niagara 5 will require a new software maintenance pack to be 
purchased, regardless of when the Niagara 4 license was purchased. 

Ensure the target Host License Manager is up to date with a Tyrrell.license and 
Tyrrell.certifcate containing the required license features. 

Any quest ions or quer ies in relat ion to th is i tem should be sent to 
sales@tyrrellproducts.com 
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MQTT BROKER LICENSE PACKS 

Product Code Descrip/on
MQTT-Broker MQTT Broker Service  

2x Client Connec5ons  
Maximum of 10x Client Connec5ons

MQTT-Broker Connec5on Add 1x Client Connec5ons
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DRIVER INSTALLATION 
The MQTT Broker supports Niagara 4.10 and above. 

NOTE:
If your installation is running an an older version of the Niagara software then it must be 
upgraded to meet the above requirements to run this service. 
 
Any future updates to the MQTT Broker Service will be available for the long term 
maintenance (LTS) release of Niagara 4 and above.  All other releases will become 
legacy and unsupported. 

Niagara 4 Installation:
You will need the version specific JAR files for your Niagara 4 installation.   

These can be downloaded from the Driver Hub: https://driverhub.tyrrellproducts.com 

To install the Service copy the below JARS to c:\niagara\niagara 4.x.xx\modules 
‣ mqttBroker-rt.jar 
‣ mqttBroker-wb.jar 

Once the files have been put into the correct directory close your workbench, and 
relaunch.  

Additionally the Tyrrell Code Signing Certificate will need to be imported to: 

• Workbench > Tools > Certificate Management > User Trust Store 
• Platform > Certificate Management > User Trust Store  

Refer to the specific User Guide on installing the Code Signing Certificate. 

The MQTT Broker is now ready to commission / update a Niagara 4 based controller.  To 
install the driver on a JACE use the Commissioning Wizard on the platform of the target 
device. 
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SERVICE CONFIGURATION 
Connect to the Niagara station where you intend to configure the MQTT Broker. 
Expand Config > Services container and add the MQTT Broker Service, this can be 
dragged in from the mqttBroker Palette. 
Navigate to the AX Property Sheet view of the MQTT Broker. 
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The MQTT Broker provides several configuration options all based around security.  All 
the settings are explained in detail on the following pages. 
By default the MQTT Broker Service will be configured with: 

• TCP Disabled (Non Secure 1883) 
• SSL Enabled (Secure 8883) 
• Requires certificate selection for secure connection to be completed 
• Anonymous connections not permitted by default.   

While an anonymous connection is possible its not a good practice 
implementation. At least one user account should be configured for a secure 
connection. 
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MQTT BROKER SETTINGS 

Se2ng Descrip/on
Status MQTT Broker Status 

Fault Cause Descrip5on of the current Fault Cause 

Enabled True / False  
Enable / disable the en5re MQTT Broker Service

Licensed Connec/ons Base Packs will include 2x Connec5ons. 
Maximum of 10x Client Connec5ons.

Current Connec/ons Number of current connec5ons

SSL Enabled True / False  
Enable / disable the secure connec5on to the Broker 
Default is True

SSL Port 8883 (default secure port for MQTT)
SSL Server Cer/ficate SSL Cer5ficate Selec5on (from Niagara User Key Store) 

Select the Cer5ficate to use.

Authen/ca/on Provider Permit All / Deny All / Broker Users 
Broker Users have to be configured (Default Permit All)

ACL Provider
Access Control List Provider - used to enforce Publish / Subscribe 
permissions to specific Topics. 
Permit All / Deny All / Broker Users (Default Permit All)

Advanced Se2ngs See Advanced SeTngs Sec5on
Users User Account Configura5on

Retained Messages Shows all the retained messages received. 
Has a limit between 0 - 50 (Default is 10)
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ADVANCED SETTINGS 

The following advanced settings are available: 

All remaining settings are not intended for general use and should not be adjusted 
unless explicitly instructed to do so. 
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Se2ng Descrip/on
TCP Enabled True / False 

Enables non-secure connec5ons  
Default is False

TCP Port Default MQTT Port 1883
Allow Anonymous Allow Anonymous Connec5ons 

Default is False
Allow Empty Client ID Allows Clients without an ID to connect 

Default is False
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NON SECURE MQTT CONNECTIONS 

The MQTT Broker Service will support a non-secure MQTT configuration.  However this 
type of setup is not recommended.  Site installations should enforce a minimum security 
level to avoid any potential future security issues. 
Non-secure connections have to be manually enabled.  Enabling non-secure 
connections means that you fully understand the security implications of using such a 
connection. 
To enable non secure connections navigate to the AX Slot Sheet View of the Advanced 
settings. 

The TCP Host setting is hidden and needs to be made visible via the Config Flags.  
Once the hidden flag has been set to False return to the AX Property Sheet view. 

The TCP Host setting will be set to 127.0.0.1 by default.  This needs to be changed to 
0.0.0.0, allowing any remote connection. 

+44 (0)1942 732819  of 12 23 Rev 1.2



TYRRELL PRODUCTS LTD

USER ACCOUNTS &  ACCESS CONTROL LIST 
The user account container has no configuration to start with.  The use of this feature 
requires the settings Authentication Provider & ACL Provider to be set to Broker 
Users. 

Note that by default anonymous connections are not enabled, so at least one account 
should be created for a secure connection. 
From the mqttBroker palette add a MQTT_Broker_User to the Users Container.  Give 
the account an appropriate name. 

Se2ng Descrip/on
Client ID If leX blank ignores the Client ID 

If specified the connec5ng client must have this ID
Username Account Username
Password Account Password
Access Control List Allows further configura5on

+44 (0)1942 732819  of 13 23 Rev 1.2



TYRRELL PRODUCTS LTD

ACCESS CONTROL LIST 

From the mqttBroker palette add a MQTT_Access_Control_Entry to the Access 
Control List.  

Se2ng Descrip/on
Topic Topic Name To Filter
Topic Valid Indica5on that Topic Name is valid 

A blank name is not valid
Publish Allowed User is allowed to Publish to Topics
Subscribe Allowed User is allowed to Subscribe to Topics
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JACE9000 FIREWALL 
The JACE9000 has an inbuilt firewall.  The firewall will prevent any connections to the 
MQTT Broker from working until some additional firewall rules are added. 

To configure the firewall create a new Folder under the Config > Services container.  
The folder name must not contain any special characters (_ / & etc). 
Open the Net palette 
 

Add a FirewallPortHelper component to the Folder.  You will need to add one of these 
components per port, to add 1883 and 8883 to the firewall 2x components will need to 
be added. 

Navigate to the AX Property Sheet view of the component and configure the Port 
address. 

The port will now be added to the firewall and internal / external MQTT Clients can 
connect. 
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MQTT CLIENT - ABSTRACT MQTT DRIVER 
This section will explain how to make a local MQTT Client connection to the Broker within 
the same same Station.  This will be based on the Abstract MQTT Driver.  Note that if 
you intend to use the Abstract MQTT Driver you will most likely need license the JSON 
Tool Kit, this feature is intrinsically linked to an ACTIVE Software Maintenance Agreement 
(SMA).   
Alternatively the Tyrrell MQTT Service provides automatic dissection of JSON payloads 
and is a perpetual license. 
Ensure the Niagara based controller has the Abstract MQTT driver installed before 
proceeding. 
Navigate to Station > Config > Drivers and add an Abstract MQTT Broker connection. 
Navigate to the AX Property Sheet view of the Abstract Driver and add a Default 
Authenticator from the palette. 

This example is: 
• Anonymous Connection over SSL 
• Localhost (same JACE Station as the Broker) 
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The Broker connection will initially fail to connect as this is a secure connection.  You will 
need to go to the JACEs Certificate Management tool.  
Navigate to Platform > Certificate Management > Allowed Hosts and approve the 
secure connection. 

Once approved return to the Abstract MQTT Driver > Broker Connection and force a 
Connect action.  The Client should then connect to the Broker as indicated by the Status 
Message 

You can then add Subscribe and / or Publish points to the Abstract driver.  Note that if 
the Subscription point is a JSON formatted payload you will need to use JSON Tool Kit 
to decode.  
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MQTT CLIENT - TYRRELL MQTT SERVICE 
This section will explain how to make a MQTT Client connection to the Broker from a 
remote Station. This will be based on the Tyrrell MQTT Service. 
From the MQTT Service palette, drag a new MQTT Service onto the Services container 
(Config 
> Services). 
From the Broker Connection Manager create a new connection and configure to match 
the settings at the MQTT Broker Service. 
As an example: 
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The Broker connection will initially fail to connect as this is a secure connection. You will 
need to go to the local Niagara Stations Certificate Management tool. 
Navigate to Platform > Certificate Management > Allowed Hosts and approve the 
secure connection. 

Then confirm the connection is made. You may need to right click on the MQTT Client > 
Actions > Check Connection 

Once connected the Status and MQTT Client 
> Status will come OK. 
You can then configure the Service to Publish / Subscribe as required. Refer to the 
MQTT Service documentation for more information. 
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Example MQTT Service subscription with automatic JSON de-construct: 
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MQTT CLIENT - MQTT EXPLORER 
MQTT Explorer is tool that will allow you to connect to the Broker and review the 
payloads that 
are present (retained) or arriving. 
MQTT Client will require 1x free MQTT Client license at the Broker end. IF there are no 
free 
connections available either temporarily disconnect an existing MQTT Client or license 
an 
additional connection. 
This is an example of the Broker connection settings 

• JACE IP Address 
• Broker Port 8883 (matching the configuration of the Broker Service) 
• Secure TLS Connection (Validate Certificate is DISABLED) 
• No Username / Password required in this example 

Once configured press connect and providing all confutation is correct the MQTT 
Explore will connect to the Broker. This will then allow you to monitor the Topics arriving 
and also publish to specific Topics. 
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Example MQTT Broker Live Monitoring: 
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 REVISION HISTORY 

REVISION       DESCRIPTION

1.0 Draft Release For Approval

1.1 Non Secure MQTT Details Added

1.2 JACE9000 Firewall Details Added
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